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DATA IS UNPROTECTED WHEN TRANSMITTED THROUGH THE AIR
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PROBLEM:

INSECURE DATA
TRANSFER IN
WLAN/LAN

SECURITY

INTEGRITY AND
AVAILABILITY OF DATA
CANNOT BE GUARANTE




NOT EU-GDPR COMPLIANT

« ENCRYPTION BY WPA2
« UNENCRYPTED GUESTS WLANS
« MISSING DOS PROTECTION IN WLAN

 PRIVILEGED USER CONTROL

IN ARTICLE 25 AND 32 OF THE EU-GDPR
WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT

* PREVENT ATTACK THROUGH DATA ENCRYPTION
IN ARTICLE 32 OF THE EU-GDPR

WPA2 ENCRYPTION / GUESTS WLANS / MISSING DoS PROTECTION ARE NOT COMPLIANT

« AUDITING AND CONTROL
IN ARTICLE 30 AND 33 THE OF EU-GDPR
WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT

* DATA CORRUPTION MONITORING
IN ARTICLE 34 OF THE EU-GDPR
WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT
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FIND THE RIGHT BALANCE
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WPA3 - New Wi-Fi Security Standard

™

Mandatory PMF (Protected Management Frames): providing protection for
unicast and multicast robust management frames to include Action,
Disassociate, and De-authenticate frames against eavesdropping.

WPA3-SAE (Simultaneous Authentication for Equals): providing users with
stronger security protections such as:

» Offline dictionary attack resistance * WPA3-Personal
. * Mandatory PMF + SAE
* Key recovery resistance
» Natural password use * WPA3-Enterprise
. . * Mandatory PMF
« Simple work flow continuity

. ) } . * 192-bit crypto suite
WPA3-Enterprise offers optional 192-bit security mode

Intermediate transition mode: supporting WPA2-PSK and WPA3-SAE on the same
. AWOS 3.0.R6
BSS (mixed mode)

All Stellar Access Points will support all mandatory WPA3 capabilities
 AP1101 & 2.4G band of AP1201H will be limited to 128-bit crypto
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WPA3 - NEW WI-FI SECURITY STANDARD P
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wrry Pi 3 B+ with WPA3-
Stellar Wireless AP

v WPA3 security update available

5 QUESUOF\ &} Forum categories |

R o v Free software update
How to connect to WPAS SAE/PMF 5510 with Raspberry Pi Model 3 B+

o T o ‘ v Search “WPA3 + Stellar” on
mspberry-pl 2 Recent answers &
. - | [ e corsvon | e =~

) e F Google

&) Answers

~ No  Only5GHz ~ Yes  Yes  Yes  Yes  Yes  Yes  Yes
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CONTACTUS
&

katrina.levita@adventus.lv andris.laumanis@al-enterprise.com
WEBSITE
www.adventus.lv www.al-enterprise.com
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http://www.al-enterprise.com/
http://twitter.com/ALUEnterprise
http://twitter.com/ALUEnterprise
http://facebook.com/ALUEnterprise
http://facebook.com/ALUEnterprise
http://linkedin.com/company/alcatellucententerprise
http://linkedin.com/company/alcatellucententerprise
http://youtube.com/user/enterpriseALU
http://youtube.com/user/enterpriseALU

